	Course code. Course title
Network Security

	Name of the lecturer: 
Assoc. prof. Krassen Stefanov

	Type of the course
obligatory
	Level of course
Master of Science

	Year of study
first
	Semester/trimester
second

	Number of ECTS credits allocated
6,5
	number of hours
30 lectures, 15 seminars, 45 labs

	Teaching methods
Blended learning
	Objective of the course
To provide knowledge and skills in computer networks security

	Assessment methods
10 on-line test (one per each of 10 modules in the course) - 2% weight of each in the final mark
Final theoretical test - 50% weight in the final mark
Final skill test 30% weight in the final mark
	Language of instruction
Bulgarian


Prerequisites
Course Computer networks and technical English.
Course contents

The course follows Cisco course Network Security. The content of the course covers following topics: Vulnerabilities, Threads, Attacks; Security planning and policy; Security processes, perimeter; connectivity; Identifying services and intrusion detection; Security Devices; Trust and identity technology; Cisco Secure Access Control Server; Configure trust and identity Layer 2 and Layer 3; Configure filtering on Routers, Switches and PIX Security Appliance.
Recommended readings
1. Richard Deal, Cisco Router Firewall Security, Cisco Press, ISBN 1587051753, Aug 2004
2. Allan Liska, Practice of Network Security, The Deployment Strategies for Production Environments, Pearson Education, ISBN 0130462233, Jan 2003
3. Saadat Malik, Network Security Principles and Practices (CCIE Professional Development) , Cisco Press, ISBN 1587050250, Nov 2002
4. Fundamentals of Network Security Companion Guide (Cisco Networking Academy Program), Cisco Systems, Inc., ISBN: 1-58713-122-6, 2004 

5. http://cisco.netacad.net/ 






