CO®UNCKN YHMBEPCUTET “CB. KITUMEHT OXPUOCKWL”
®AKYNTET MO MATEMATUKA N NHOOPMATUKA

y4yebHa roguHa: 2010/2011 cemecTbp: fieTeH

HaumMeHoeaHue Ha OducyuniauHama: NsrpaxgaHe ©  agMuyHUCTpUpaHe Ha
MawkpocodT AKTMBHA OMpPEKTOPUS

xopapuym: 3+0+2 O6wwo: 75 4aca (45 + 0 + 30)

eud Ha ducyunnuxHama: n3bupaema

cneyuasiHocm: kypc: |+l Momox:
Pasnpegenenun cuctemmn n MoBunHU TEXHOMNOMMn

niekmop: 1. ac. l'eopru 'eoprues

1. KpaTKa aHOTauunAa Ha gucumnisimHaTta
KypcbT e nsbvpaem 3a crygeHtute ot | n Il Kypc B maructbpckata nporpama
‘PasnpegeneHn cuctemMm M MOOBUAHM TexXHonorMm” Ha HanpaereHue
2MHPopmaTmka”.
KypcbT gaBa cneuvanusavpaHy 3HaHWA MO KOHUrypupaHe, ynpasneHue,
HabniogeHne M Tekywa nMoAdpbXKka Ha AOMenH ycnyrm ¢ AKTUBHA
HAvpekTopus.
KypcbT e npegHasHadyeH 3a MoarotoBka Ha cneumanuctu B obnactra Ha
TexHonorumte Ha AKTUBHa [npekropus.
KypcbT e no y4yebHuTe nporpammn Ha Microsoft: MOC # 6425: Configuring and
Troubleshooting Windows Server 2008 Active Directory Domain Services, u
MOC # 6432: Managing and Maintaining Windows Server 2008 Active
Directory Servers.
To3u Kypc e NoAroTBUTENEH 3a CepTUdUKALMOHEH U3NUT 3a cTeneH Microsoft
Certified Technology Specialist (MCTS) — Exam 70-640: TS: Windows Server
2008 Active Directory, Configuring.

2. lMpepBaputenHn uU3MCKBaHUA KbM CTyAeHTUTe (OTHacaA ce camMo 3a
n3bupaemuTe AUCLUNITNHMN)
CTtyoeHTuTe cnegBa ga vMmaT cepuo3HM nosdHaHus no TCP/IP npotokona,
KaKTO 1 3a KOMMIOTLPHU Mpexu n mpexosu ycnyru — DHCP, DNS.
[MpenopbYnTENHO € CTYAEHTUTE YCMNELLHO Aa ca NpeMUHann KypcoseTe:

e  AomuHuctpupaHe Ha Mawnkpocodt cbpebpu” (MOC # 6418: Deploying
Windows Server 2008 n MOC # 6419: Configuring, Managing and
Maintaining Windows Server 2008 Servers);

e _M3arpaxgaHe Ha mMmpexoBa M npunoxHa uHdpacTpyktypa” (MOC #
6420: Fundamentals of Windows Server 2008 Network and
Applications Infrastructure);

o KoHurypmpaHe n nopgpwbxka Ha mpexosu ycnyrn” (MOC # 6421:
Configuring and Troubleshooting a Windows Server 2008 Network
Infrastructure).



3. ®dopma Ha npoBepKa Ha 3HaHUATA U YMEHUATa U HauyuMH Ha c¢popmMupaHe Ha
oLleHKaTa no AMcuunnauHaTa

MexduHHU mecmoge rno epeme Ha | 33 % OT KpanHaTa oLeHKa
3aHamusima:
Q@uHaneH mecm: 67 % OT KpanHaTa oueHka

4. TemaTuyeH nnaH (KOHCNEKT) Ha AucuUnnMHaTa
Module 1: Implementing Active Directory Domain Services
Lessons
e Installing Active Directory Domain Services
e Deploying Read-Only Domain Controllers
e Configuring AD DS Domain Controller Roles
Lab: Implementing Read-Only Domain Controllers
e Evaluating Forest and Server Readiness for Installing an RODC
¢ Installing and Configuring an RODC
e Configuring AD DS Domain Controller Roles
Module 2: Configuring Domain Name Service for Active Directory Domain
Services
Lessons
e Overview of Active Directory Domain Services and DNS Integration
e Configuring Active Directory Integrated Zones
e Configuring Read Only DNS Zones
Lab: Configuring AD DS and DNS Integration
e Configuring Active Directory Integrated Zones
e Configuring Read-Only DNS Zones
Module 3: Configuring Active Directory Objects and Trusts
Lessons
e Configuring Active Directory Objects
e Strategies for Using Groups
e Automating AD DS Object Management
e Delegating Administrative Access to AD DS Objects
e Configuring AD DS Trusts
Lab: Configuring Active Directory Objects
e Configuring AD DS Obijects
e Implementing an AD DS Group Strategy
e Automating the Management of AD DS Objects
Lab: Configuring Active Directory Objects and Trusts
e Delegating Control of AD DS Objects
e Configuring AD DS Trusts
Module 4: Configuring Active Directory Sites and Replication
Lessons
e Overview of AD DS Replication
e Overview of AD DS Sites and Replication
e Configuring and Monitoring AD DS Replication
Lab: Configuring Active Directory Sites and Replication
e Configuring AD DS Sites and Subnets




e Configuring AD DS Replication
e Monitoring AD DS Replication
Module 5: Creating and Configuring Group Policy
Lessons
e Overview of Group Policy
e Configuring the Scope of Group Policy Objects
e Evaluating the Application of Group Policy Objects
e Managing Group Policy Objects
e Delegating Administrative Control of Group Policy
Lab: Creating and Configuring GPOs
e Creating Group Policy Objects
e Managing the Scope of GPO Application
¢ Verifying GPO Application
e Managing GPOs
e Delegating Administrative Control of GPOs
Module 6: Configuring User Environments Using Group Policy
Lessons
Configuring Group Policy Settings
Configuring Scripts and Folder Redirection Using Group Policies
Configuring Administrative Templates
Group Policy Preferences
Deploying Software Using Group Policy
Lab: Lab Configuring User Environments Using Group Policies
e Configuring Scripts and Folder Redirection
e Configuring Administrative Templates
e Configuring Preferences
e Verifying GPO Application
Module 7: Implementing Security Using Group Policy
Lessons
e Configuring Security Policies
¢ Implementing Fine-Grained Password Policies
e Restricting Group Membership and Access to Software
e Managing Security Using Security Templates
Lab: Implementing Security Using Group Policies
e Configuring Account and Security Policy Settings
e Implementing Fine-Grained Password Policies
e Configuring Restricted Groups and Software Restriction Policies
e Configuring Security Templates
e Verifying the Security Configuration
Module 8: Implementing an Active Directory Domain Services Monitoring Plan
Lessons
e Monitoring AD DS Using Event Viewer
e Monitoring Active Directory Domain Servers Using Reliability and
Performance Monitor
e Configuring AD DS Auditing
Lab: Monitoring Active Directory Domain Services
e Monitoring AD DS Using Event Viewer
e Monitoring AD DS Using Performance and Reliability Monitor



e Configuring AD DS Auditing
Module 9: Implementing an Active Directory Domain Services Maintenance
Plan
Lessons
e Maintaining the AD DS Domain Controllers
e Backing Up Active Directory Domain Services
¢ Restoring Active Directory Domain Services
Lab: Implementing an Active Directory Domain Services Maintenance Plan
e Maintaining AD DS Domain Controllers
e Backing Up AD DS
e Performing an Authoritative Restore of the AD DS Database
e Restoring Data Using the AD DS Snapshot Viewer
Module 10: Troubleshooting Active Directory, DNS, and Replication Issues
Lessons
e Troubleshooting Active Directory Domain Services
e Troubleshooting DNS Integration with AD DS
e Troubleshooting AD DS Replication
Lab: Troubleshooting Active Directory, DNS, and Replication Issues
e Troubleshooting Authentication and Authorization Errors
e Troubleshooting the Integration of DNS and AD DS
e Troubleshooting AD DS Replication
Module 11: Troubleshooting Group Policy Issues
Lessons
e Introduction to Group Policy Troubleshooting
e Troubleshooting Group Policy Application
e Troubleshooting Group Policy Settings
Lab: Troubleshooting Group Policy Issues
e Troubleshooting Group Policy Scripts
e Troubleshooting GPO Labl11B
e Troubleshooting GPO Lab11C
e Troubleshooting GPO Lab11D
Module 12: Implementing an Active Directory Domain Services Infrastructure
Lessons
e Overview of the AD DS Deployment
e Planning a Group Policy Strategy
Lab: Deploying Active Directory Domain Services
¢ |Installing a Read-only Domain Controller (RODC) onto a Server Core,
and Creating a Branch Office Site
e Creating a Domain in a Separate Tree and Separate Site
Lab: Configuring Forest Trust Relationships
e Upgrading the Fabrikam Domain, and Creating a Forest Trust with
Woodgrove Bank
Lab: Planning a Group Policy Strategy
e Planning Group Policy
e Creating a Domain in a Separate Tree and Separate Site
¢ Implementing the Corporate Desktop Policy
Module 13: Managing an Active Directory Server Lifecycle
Lessons



e Planning an Active Directory Server Deployment
e Using Active Directory Server Deployment Technologies
e Adding AD DS Server Roles
e Removing AD DS Server Roles
Lab: Managing and Maintaining a Windows Server 2008 Domain Controller
e Evaluating the Need for AD DS Promotion
e Meeting the Need by Adding a Role
e Managing a Change Request for an RODC by Using the Command
Line
e Developing a Management and Maintenance Plan
e Evaluating the Management and Maintenance Plan
Module 14: Creating Baselines for Active Directory Servers
Lessons
e Baseline Methodologies for Active Directory Servers
e WRPM Overview
e Using Metrics to Create Baselines for Active Directory Servers
Lab: Creating Baselines for Active Directory Servers
e Involving Users in Baseline Development
e Choosing Relevant WRPM Counters and Durations
e Evaluating and Revising a Baseline Document in the Face of Business
Changes
Module 15: Monitoring the System Health of Active Directory Servers
Lessons
e System Health Overview
e Using Long-Term Monitoring to Identify Trends
e Setting Thresholds and Alerts for Short-Term Monitoring
e Choosing the Appropriate Windows Server 2008 Monitoring Tools
Lab: Monitoring the Active Directory Server Roles
e Setting a Performance Alert to Meet a Business Goal
e Discussing Alert Response Strategies
¢ Building a Case for Configuration Change
Module 16: Managing Active Directory Domain Services
Lessons
e Restarting and Restoring Active Directory
e Overview of the Flexible Single Master Operations (FSMO) Roles
e Planning Sites and Replication
e Managing RODCs
e Methods of Managing Windows Server Core
e Best Practices for GPOs and Links
e Delegating Active Directory Administration
Lab: Managing AD DS
e Offline Defragging of the Active Directory Database
e Evaluating an RODC with Read-Only DNS Solution
e Making Site Replication Decisions
e Group Policy Link Strategies
Module 17: Maintaining Security for Active Directory Servers
Lessons
e Server Hardening Techniques



e Using the MBSA to Discover and Remove Security Holes
e Using Fine-Grained Password Policies to Simplify Network
Organization
e Planning Security Auditing
e Enhancing Physical Security
Lab: Maintaining Security for the Active Directory Servers
Manually Implementing AD DS Server Hardening
e Assessing Ongoing Security Requirements
e Deploying Fine-Grained Password Policies

5. JlutepaTtypa
MOC # 6425: Configuring and Troubleshooting Windows Server 2008 Active
Directory Domain Services — Students book
MOC # 6432: Managing and Maintaining Windows Server 2008 Active
Directory Servers — Students book



